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/ Outline of Talk \

Problem: protocol failure

Automatic Authentication Protocol Analyzer (AAPA)
Three SPX protocols and results of analyzing them
Conclusions, for SPX and arbitrary protocols
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/ Cryptographic Protocols \

e Goal: Secure communication over insecure networks
— Networks, principals, messages
— Worst case: enemy controlsall communication
— Nondisclosure and authentication

e Tools:
— Shared or confirmable secrets
— Encryption

— Hash functions
— Timestamps, nonces, signatur es, key-exchange functions

 Distributed algorithms
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/ Fallure Example \

Tatebayesni-M atsuzaki-Newman protocol

— 1. A->S: {Ka}Rsa(PkS), A, B

— 2.5>B: SA

— 3.B->S: {Kb}Rsa(PkS)

— 4.S>A: {Kb}Des(K a)
AAPA notation, but more-or-less standard
Published (CRYPTO ‘89), recommended by experts

e |t’swrong --- and haslots of company
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/ Automatic Authentication Protocol Analyzer\

| nputs I nterface Specification Language (I SL) specs
Produces Higher Order Logic (HOL) theories

Automatically proves default and user-set goals
— Bélief logic extending Gong-Needham-Y ahalom logic

— Samplededuction: If P believesonly P and Q know K, and P
receives M that K decryptsto something meaningful, then P
believes Q sent M --- though not necessarily recently or to P

— Proceeds by induction on protocol stage
Gives proof resultsin I SL
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/ What AAPA Analysis Shows: | \

KpC must be computable from KsC

Keysmust be stored along with recognizable data
PwdC must not be older than KsC

ValidityK pCal must include the current time
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A(DesKey) =
<Ts,ChannelldC>Hdes(DesK ey)
Ticket(C) =
[ValidityKspC,UidC,KspCj
(H3,Rsa)(KsC)
Delegatorl =
[{ DesKey} Rsa(PkV)]
(H3,Rsa)(K ssC)

K:’age- 8

CDC
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V = verifier \

Tal = claimant trusted authority
Ta2 = verifier trusted authority

X _certif Y =
X certifies Y’ s public key

CDC
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/ What AAPA Analysis Shows: || \

Keys must be stored with recognizable data

Validity intervals must includethe current time

— ValidityKpV, ValidityK pC, ValidityK spC

Belief DesK ey from C depends on dubious assumptions
Delegation gives up to 8 hours of authentication failure
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' Tal = claimant trusted authority
+ Ta2 = verifier trusted authority
/rl X _certif Y =

X certifies Y’ s public key

A(DesKey) =
<Ts,ChannelldC>Hdes(DesK ey) / @ C @ K
Ticket(C) = ! ,
[ValidityKspC,UidC,KspC] / -
(H3,Rsa)(KsC) !
Delegator2 = CDC !
{ DesKey} Rsa(PkV), :

{KssC} Des(DesKey)

7
. )
\ PRI SM
Page - 10 Custom Command and Control




/ What AAPA Analysis Shows: |11 \

« Similar recognizability and interval restrictions
* Dubiousassumptionsdon’t give belief KssC from C
e Banker can obtain medical records
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/ Conclusions \

e For the SPX protocols:
— Initialization must include checksfor meaningful data
— Authentication possibly flawed
— Delegation possibly flawed
— Theseissues should be addressed in documentation
* For all cryptographic protocols:
— The AAPA isafast, easy tool for reducing failures
— The AAPA can be used as part of the design process
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